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1526 - Cryptography FundamentalsCourse unit title 

and code

4Number of ECTS 

credits allocated

Term Semester based (2)

Knowledge Field Electrical engineering, electronic engineering and telecommunications engineering                                                                                                                                                                               

Web

EnglishLanguage of 

instruction

English Friendly No Mode of delivery Face-to-face

DPTO. INGENIERIA DE COMUNICACIONESDepartment

PABLO SOTRES GARCÍAName of lecturer

pablo.sotres@unican.esE-mail

Edificio Ing. de Telecomunicación Prof. José Luis García García. Planta: - 2. LABORATORIO GESTION 

DE REDES (S225)

Office 

Other lecturers

4. OBJECTIVES

The main objective of the course is to address the concepts and techniques related to confidentiality, integrity and authenticity 

of information transmission and storage.
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6. SUBJECT PROGRAM

CONTENTS

1 Introduction to network security. Terminology. Security services: Confidentiality, authentication, authorization and 

non-repudiation.

Data encryption. Classification of cryptosystems.

Symmetric block cipher: DES. Stream ciphers. Introduction to group algebra, rings and finite fields. The AES 

algorithm.

2 Cryptography and number theory. Public key cryptography. Introduction and general principles of public key 

cryptosystems. Operation schemes of public key cryptosystems: confidentiality, authentication, authentication and 

confidentiality.

Introduction to authentication, authorization or access control and digital signature services.

digital signature. Hash functions. MAC functions. HMAC.

%

7. ASSESSMENT METHODS AND CRITERIA

Description Type Final Eval. Reassessment

Partial exam 1  40,00 Written exam No Yes

Partial exam 2  40,00 Written exam No Yes

Practical laboratories  20,00 Written exam Yes No

 100,00 TOTAL

Observations

The students who pass the continuous evaluation, passing the two knowledge controls, will not need to take the final exam 

and will have as a grade the average of the grade obtained in the continuous evaluation (CEC), understood as the weighted 

average of the two knowledge controls and the practices grade.

understood as the weighted average of the two knowledge controls and the qualification of the practices. They will be able to 

opt to raise it by taking the ordinary exam so that their final grade, Calif_Final= Maximum (CEC, 0,60*CEC+0,40*CEF), being 

CEF the grade of the ordinary exam.

Observations for part-time students

Students who choose not to take the continuous evaluation or do not attend class will be evaluated based on the grade 

obtained in the final exam.
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Christof Paar, Jan Pelzl, Tim Güneysu: Understanding Cryptography: From Established Symmetric and Asymmetric Ciphers to 

Post-Quantum Algorithms, 2nd Edition. ISBN-13: 978-3662690062

W. Stallings: Cryptography and Network Security: Principles and Practice, Global Edition, 8th Edition. ISBN-13: 
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2Page


