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4. OBJECTIVES

Expand student's knowledge of today's communication networks, understanding how to apply security measures adapted to
the needs of each environment.

Understand and apply mechanisms to ensure compliance with security policies, assessing risks and incidents, and ensuring
that information travels securely across networks.

as a means to ensure identity and information integrity

Understand various methods of identification and access control, with an in-depth comprehension of digital certification systems

Understand new security-oriented technologies and how to adapt existing systems to new trends.

Gain an understanding of the current legal framework on cybersecurity, along with relevant recommendations and best
practices.

6. SUBJECT PROGRAM

CONTENTS
1 Introduction to Network Security
2 Identification, Authentication, and Identity Management
3 Trusted Public Infrastructures and Emerging Technologies
4 Security Assessment and Incident Response

7. ASSESSMENT METHODS AND CRITERIA

Description Type Final Eval. Reassessn %
Continuous Assessment Written exam No Yes 15,00
Laboratory Laboratory evaluation Yes No 40,00
Final Exam Written exam Yes Yes 45,00
TOTAL 100,00
Observations

- Practical Sessions Requirement
Participation in practical sessions is mandatory. If in-person attendance is not possible, alternative means will be provided to

complete the sessions remotely.

- Final Grade Calculation

The final grade for the course is calculated using the following formula, where TEOR is the theory grade and PRAC is the
practical grade:

FINAL_GRADE = TEOR % 0.6 + PRAC x 0.4

The TEOR grade is derived from the scores of the Continuous Assessment (CA) and the Final Exam (FE). In any case, a
minimum score of 5.0 in the Final Exam is required. Additionally, the CA grade will not negatively affect the final grade.

Therefore:
TEOR = max{ 0.75 x FE + 0.25 x CA ; FE }

- Continuous Assessment Policy

The purpose of continuous assessment is to encourage students to follow the course consistently, rather than only preparing
for scheduled exams. For this reason, the results of these assessments will only be available during the official review period
following the Final Exam.

Observations for part-time students

Continuous assessment is not mandatory. Students who choose not to participate will have their final grade based solely on
their performance in the Laboratory Assessment and the Final Exam.
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8. BIBLIOGRAPHY AND TEACHING MATERIALS

BASIC
W. Stallings, L. Brown, Computer Security: Principles and Practice, Prentice Hall, 2007

S. Northcutt et all, Inside Network Perimeter Security: The Definitive Guide to Firewalls, Virtual Private Networks (VPNSs),
Routers, and Intrusion Detection Systems, Sams, 2005
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